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""-p (57) Abstract: An encrypting/decrypting device comprises a data structure analyzing block that receives encrypted data or data to 
S be encrypted and that outputs, as processing-block input data, control data and the encrypted data or data to be encrypted; a data 
^ control block that obtains and outputs a mode selection signal in accordance with the control data; and a shared processing block that 
fK| encrypts or decrypts the processing-block input data and outputs the resultant. The shared processing block is adapted to perform 

Oan ECB processing using input key data so that it can perform encryption and decryption in any one of CBC and CFB modes. The 
shared processing block, therefore, performs an encryption or decryption in a mode indicated by the mode selection signal. 
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^itf/VWXfamit&ftm&Otem-ehZWJjfaC AT V (cable television) 

*L5 0 ^(Dm^rit^mt DES (data encryption standard) Bf#{e:ft 

mZtlZffl&mtig^Jj^t, RSA (Rivest-Shamir-Adleman) Bf-^tJlftS $ tt 

^«^s«flii:"c*3Bo«iSr«*rr5i^K^fc9, • &mmmx& 
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bitten j^iaot, -eH^ttofij^sr^^-t-c: t as Brig ^ & 

3|ei©iip^ffe5DE SBf-^-^-Ctt, ECB (electronic code 
book) ^-KtWtlS, AJjf*— ^t-fX^6 4 t? y K ttl^x— ^i^-^X^ 

^-C\ Bt^k^tLfc 6 4 tfy h^Bf^n y y £ ^A^ 6 4 If y Y 

^O^&^fTorBt-^-fb^-S^— K^CB C (cipher block chaining) K 
irP^A/T'l^o £fc N /^y hilff 5 ma-fa- 

^b^-Ctt, 1 -ftx y ? <D ify hlfc ( 6 4 tfy H T?#J t) {SJttfcV^— 

A^Sfrfc^fctt. 1 :/n y y fcjdfcftv^*^— <5„ 

— 1 O «b LT, C F B (cipher feedback) KtfSfo 9 > C F B * — KtC 

try h©T*--y-£Hfc£ LTJHV^Sas, 4#^<^^#TT?ii, 4 0 tTy h©f-^S: 

£Q!3g£#:te6 4 tfy MiM£-C?T 5 ^tf^^jy*— y" j&S 4 0 tfy h£fr5 0 

*— K, CBC^-KMCFB^KOHCloi:, 5 6 tfy hit*— KX 
te4 0 tfy hm*t— \?<D^Tfofrk(om&'£i-fr>it\zftifcvf^— K3&S#^f5o 
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IlltSgf^, ^Jx:«f 8^15, 8 3 5, 5 9 9#BJ*ffl#fc|i§^£*L-C 



L*>U DES©^-K(t ECBM^tf^, DESOS^l^ 
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M/py^lt AJ)&frlfc.my*~- ^£r/8^fcE CB (electronic code book) 
t&M&ff? ^ £ i^fcot, CBC (cipher block chaining) ^-KMCFB 
(cipher feedback) — K<£> V'^frlC^V^T t> ^•^-{bS.lK^-^-'ftj^rfT 2 i: # s 

itm^t *ft 5 © t? $> S o 

B^S^rfT? iiiaoX, CBC^r— KMCFB^ Ktf^-ftUC^T & 
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h v ' APHYiri5i; N mm7*—* fab ? v h V — J»T—?RXfmy*— ? 
zftMvxmjjirzyv^x h v —^f—^^mMt^ mmm?**-* &m\<^xffi 
fay h v -^-^ ^m^hi^xmtii-^m i ^^tm^mmt ^ m 

zr-*mmmmtii-%T-?%m^^mLxmm-fz>Ty7x mj-aph 
ms^ n y * a^-* km vxmmm-%-fc/m-%-fcw v m^m^K^ -c Rt# 
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^^:*5V^-C &Rf ^tRUm^ikltft &X*% 5J;5 KUfNo £ ftT*5 9 , ftrfE^ 

Ems, mi <D&m$m-?n y ?&ft?&m<omfr*^irwmm~x:%>z> 0 
me it, mi <Dft*fc&&<kmwi&m^itm&mmwi<D7u y ?mx*&z> 0 

/oy^4^ r^W/ny^6i^fiW5 0 OTWJ^LT, Ell 
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Mxmmmfflfc&^x, mmmn<oi^\^^ti^h<Dxh^tvxm.m-t^^ s 

MPEG (moving picture experts group) MPEGilHIfciiif 
T^S^y Y V — ? %kMffl(D-V-yu4 ■*rX*foZ>MAC (media access control) 

«fU MACiSf-^*a#WtfcftOfl!f*tttlHt*:*^ MACilf- 
Af 1 -^ S D /^Rf-^-ffcl ^tT/TV^V^ <b flJBlf"t"^)o 

y?2fe^ TEK (traffic encryption key) MifflT-nK^tlfl "0 

flMRLfc^telf^ Bt^b^H*rS'lt^-efoSS ID (service ID) &t*¥— V 
— -$r;^;*7~ W*— (key sequence number) ^rlfegfi — y btttti L % TEK$lJ 
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^ hV— J*f— ? S\3<Ds*fry hOtV hm&%$^ h U * h V — J*(Ds*tr 
y h(D\f y hm&6 4 \fy hWT, 6 4 tfy hOfggt Xtt6 4lf^O§ti 
6 4\fy h&T kcDftJV^^TtlX&Zfr, RZP/<^y h <D o %%m.~7xi v 

fAXlr-PECkVXtiijjVfzVyhm ('<y- y h * h) £;£#>6 0 t**- 

LXT—pmmyv y? 6 ^m^i-^ 0 

bT, 5 6 f y hXtt4 0 tf jy h ©»a*JBV^;ft,5 t><7> i^S. 5 6 tTy Mt* 
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—*mmy* y* 6^ 5 6 hm*— vch^^^^-rmm^^— ks 

"r — ZUm?* y<7 6 f* % TEKiMf-^TKI^ot, WF#fcXtt«* 

y* 4lzmt>1-Z> 0 £fc, y? 6tt, TEKOTffir-^TK^ 

#iLT, fel^n y^ Atif— *E C<Ds<try Y(D\fy h%t&6 4 t> b^T 

hOtf y 4 try bofgl&i: 6 4 If y M^T©C^t©jfi3"C*>S. 

MSWJ;9l^!5fi5 0 -r^t?^, *#a£fi?#f:/n y? 2 6 4 tf y 
h<Dfem^%1-Z&m?vy?AX'r — *EC%mj3LX\,^Z>b%te, CBC 

ii/^^ b V —J^y*—? SU^JfcCT, ECB^ K"T?*QfS-f J&^J^&T 
EKWfflf-^TKiaotf-^W/o y^ 6 ^ii^p-r-So ECB^ K 

-e^a-f^#^(-«, 9*— tigm?* y ? 6 1±, e cb^ K^i-flst-srs^ 

^<z>J;5$e:, 7 s — f^mzf* y ? 6 it, sid, ^y^ty/^ „ &. 
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*ffl»I^o*^4tt, ^^kA^ftfc^-^^— * i V> 
S^T 5 — ^KD^r^VNfcECB^a%fT5 r fclC ±ot, ECB^-K, CB 

7 s -? E C \zM l,Tm-&ikRzm-&<k&ft 5^t^t5i5 **ltv^5 q 

2§4 7£. jg3t£2i4 8^ #fife^afP?S^4 9^^ilx.TV>S„ 

^tt-etb^r, ECB«4 7^6 4 t'y f©f-^(^LTECB^l 

5&aE*4 s^aj^-rsiij^b^a^Dy^A^^— ^ECD^t^jisb^Bf^- 
I3©tk^43(t m-s§rfc/'&-%>4h%i y> m^m^s sst;^- kwub* 
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5ii^Ift7-?ER, ai^bfc&S:/^ y^Mi'T — *ECD, &t«g3^ 
LfcRf-f-^aT*— * PDD©5 *>OV^tt^S:S#lLTECB*a!a*4 7{Cffl^j 

J&bT^GD— gB-S:^*^ bT, nCag^bfcS^- * £ ITECBM^4 

i4©tk^44it vg^k/m-B-ik® o s s &t>^e- Ks&f&-§- 

^SfDf-^ER©5 *>©VN-f^«ra^b-C % «F^b3H*Xtttt#fc*t*i: 

E CBM^4 7 fi, ^it/U^ritm 9 S SS^- RiliRff-^M 

SWot, ECBMi bTB|f^b&S2fcU^#fl:&£l(a 5 t>mvfjh,a>«r s 

^3 ? 4 3 ©HJ^j21*|-bTfT5o ECBMS4 7|J S Ifyh^X^^ 

^^^rBt-^-^Sx — * P D £ bTjg 1 ©-fc 1/^ ^ 4 1 „ fj|4 <£>ir k^^44, R 

»1E1, E2, E3, E9, Dl, D2, D3, D9fji^MtlECB 

£z>%km*mm^Tft\,\ ^<d^ Mi^ctcFB^Kiasfei^?, 

bTV^^o £Q;3ilE 1 , E2, E3, Dl, D2, D 3 «r£t?-t©i&© 3 otf^iJcD 
MSfiCBC^— KOMS^bTl^o r I VJ teUJ^^T*— ^ 

tdj ttB&^bsax-ci^i^— r i j fa, B3±©oii&-!Hfc&a<D$jtett 
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TCJ teBf-*Hb^-^, TEncryptJ (iECBMI|4 7t^{t5ECB 
feS^Hf^bfeS-efc-S ^ TDecryptJ fiE C B*Q;3S#s4 7 % 

V^tfS, HI 3 ^:}3V^^ ^V^—^ ? 7 P — I3^£B& LTV^o i3©^I 

^tioTf^^fttlSBJtS. E C B 4 7 (C It 5 E C B fell t , C 

B C^r— \?<DWf&tem-%r<kt&m, C FB^ KO*&ttlt *ffc*Wffi-C*> So 

1) 5 6 If jx hii^E-— KT?*> 9 s CBC^-KO^itlt'fcSf^ 
(|4©DEC-CBC Ini tOl^) 

*5ftt?ttS„ *fflM/os'^4«:, m-%rfcy i >-*C*AJ)k U ECBMJ: 
Lt TD e c r y p t J feaSSrfTo 7 s —? I &2fc#)3 0 *ffife3g^n 5/^4 

KI^ffMSiLT, 5 6 If v M^&— KT?fr5C£ x MCBC^-K©!!] 

ii©tw^4in ecbw4 7&mtiirz > vg-%-mm.7 s —?-PD&m 

-*-5 0 #MfeBJBfc3fb2fc3!E«4 9te, Bf^feS^— *PD £^-<^-r— * I v 
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4 7 KLtB^-fSo ^yh^^4 6(i, KSRftMS £ LT5 6 \fy h 

K-efeSCl t *^-ri%-&&AJ3&inX^Z><DT% At)£frtc5 6 try 

ECBM^4 7tt N If 5/ 6^f>m^3^tl/fc5 6 If y hltx — ^ 

5rJ!^t\ H 3 <D± U?? ^bttl^ ^tbfc&sS^n <y ^ Aftf— ? E C bT 

^ai^t-T, M^ff-^ d c 1 1 ti^^^a^t5 0 

2) 5 6t*y h^-KT'fe!), #>o x CBC^K©mit?fc5i^ 
(@4(DDEC-CBC Normal©!^) 

TDecryptJ ^SSrfTo T, 7*— * I ?r^4?)5 0 ^JE^S^n 5/ 
^4f3:, ^£>£>tbfc^-* I t-t(Dit[©E C B ^Ih^'V ^^^fc^-^-ihv^^— ^ C t<D 

K514R4f -5§-M S £ IT, 5 6 tf y M^e— KTrfoS^ StfCBC^ — K<7)^ 

Hi (D±U??4 1 « s ECBM4 7^th}^-^ < 5R|p-^^L a ^_^p D ^5 g 
tRLTttS^i-^o $2©tl/^^42ii, ISf 4 8 ^ft^-SilM £*Lfc#!;3l 
^ ^ A^JT-^ E C D ^LTi±l^t5 0 .#te^WI^4 9li, B|f 

i3©tk^^43tt, ^0;3®^a j/^A^f^^EC^I^tTECBfel^ 



WO 2004/015916 || || PCT/JP2003/010186 

14 

ECBW4 7tt, If y h^r*?^4 6 ffl^j £tbfc 5 6 bfy b^x — * 

STjltRbT, Ml^f-^ D C t Ltt^b^*|il*t5o 

3) 5 6 fcf jy Mi^e- KT'«^< , ^O, C B C^r— K^lUW^T'foS^ 

4) 5 6 K'y hm^- Kt?fi^< , ^o, CBC^F©Sf»l)5i^ 

ftfci^ y * 4 {Cte, Kil^f-i-MS £ Lt N 5 6 M-y M^Er 

fg-S§-MS t UT 5 6 tf y h^e— KT'teftV^ t ^^i^g-^-^A^ £ tLTV^ <5 (£> 

tl6t'y b) Irv^^tt, 4 Otfs> Mix — ^i:LTECB«4 7 fcffi 
^i-§ 0 ECBM«4 7fi, Ify hr^^«4 6*^W*$tl/fc4 0 Ify Ml 

5) 5 6lfy MI^-K-efeOs CFB^-K©m«tit'fc5i^ 
(04ODEC-CFB Init ©#-6-) 

cfb*- V(D^m.(0^n^ fc#fc:ri, CFB^e-KOlOStll^ltSfe 

TE n c r y p t J ^S^tfoT, X — 9 I ^t*5 0 y? 4iZ, 

^tbtbtltcy*-? I £A#£;ftfc#J$^*7*— * I V7-^^ti^I» 
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KMIttMStLt, 5 6 tf y hire— K-efeSdi:, S.tfC F B^E— Ktf>#J 
Hi (Z)iru^^ 4 1 ECBM^4 7 ^ 5 t±i^j"t"^>B^-^-^QiS'7 ? ' — $ P D SraS 

4 7(Cffl^-rSo t'j/b-r^^^4 6^ *-KMMMSitT56K's'b 

gfr7*— ? KD ^-^r-f ('^(D^ JECB *Q;a^4 7 {Cffi^l" 5„ 

ECBM^4 7f3. tfs> h^^4 6^5>ai^^tL^5 6 My hm*?—? 

6) 5 6 My bm*— KT*&!K C F B KcD^^T-fc 5 

(i4(DDEC-CFB N o r m a 1 
CBC^t- K^SS^^V^TC F B^e— Ktf^S&fT? CFB^e— 

M^E C B&ST-ffll^Bt^ffc-r — ^C^rA^J^ U TEncryptJ ^SS: 

^^k^—? c t <Dmm&)W§m%i%?kibx , Ht^^n-cv^i^—^Di: u-c 
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gl©t^^41tt, ECBW4 T^m^-r^Bt^Sx-^PDtril 

-^ECD«LTECB^If4 7tttl^t§ 0 ^^^^4 61^ ^ 
- K51i^f-5§-MS ttT56 If y hm^e- FX'hZZb&Tjk-tm-^&AtliStlT 

CDI^lTECBMi LTB^b&kiffiSr^Tl^ ^^tL/cRf^S^— *PD 
S:tU^t-5o SMOirl/^^ #ffi^afq^»|§4 9^j±J^7-f-5#te^S 

7) 5 6 1fyhi*-K«<, ^O, CF B*:— b~<DWMW:MT*3bZ>m& 

Ztlb<Dm&n, ttl^tl5) , 6) <£^£&O,k£|^-C|!gC-efc<5 0 i~ 
*Ml^tiy^4|cH:, ^KSmMSiU, 5 6 If y hM* 

ff-^MS ilT56 If 5/ hf^E— KT'fiiftV^ ^ §r^-rfs^x^$^tTV>-5<D 
"C N Atl£titc.5 6 try h<D$i-r — ^KDO^, i&MriS&^f y h (0H*.WLh 
& 16lf yH Sr-^^LT, 40t'y ht7 J >-^ttTECBMI§47ttH 
^i~6o ECBW4 79:, tfy h-v*^4 6 a>b ffi^£*Lfc 4 0 If 5/ hit 
f-^^rfflV^TECB^I^5 0 
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ijO«9#£fi-5§-SS£:LT, -JHb£^1-ff -i^A;^ £ft<5 0 5 6 If 3/ Mi*- K 
t?ft>5*^d^ CB C* — K&tfCFB*— Ko ? ^<DV^ttT'fe^d\ 
IBRtfJSIMKfca) 5 *>OV^ttT?fcS^lCj;oT»'g'S:^»t"rttWi-So E C B 

mmm4 7 iz.&ifz ec Btikmti* cbc*- k©^mcfb^- v<dm& 

9) 5 6 \f y hm^— KT-fe <9 % #>o % CBC^K««I)51^ 
(®4<£>ENC-CBC Init <DWi&) 

tikm.Zfxi 4 1*. #?>*Wfc7*— * I ICECBMt fC TEncryptJ %k 
^SrffoT, »SP-§-fb7**-^CSr*«)Tffi^7i-5o 

KMflfMSi:LT, 5 6 If 3/ ^-Ft*fc5ii v MCBC^K©D 

2©t^^42«: > ^ma-^*^— * 1 v^ii^L-rm^-fSo HM&ttimft 

130*^^43^ #ffi«liISlf-^ E R 1:1^ L t E C B « 4 7 
{dffi^l-^o ^^^^4 6 11, *- K»Uflr*MS £ LT5 6 fcfy Mi* 

— KT'fcSr k&7Fl-iW-&ffi?<tl£fr,T^Z<DX*, A;fr&ftfc5 6 tf y h (Dmf 

— ^KD£^;*^i2:T&;i^(7)3;£ECB#! i 3S^4 7^t0^-f S„ 
ECBMI4 7tt\ tfy W**:£4 6j&>e>ffl#$ftfc5 6 tfj/ M^*— * 

B&g£ LTB£-^ffc;#!;g£fTV\ ^^tLfcBf^a^— ^PD§rttJ^7i-5o J&4 
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10) 5 6 If y h^E— K-C&D, 2»o % CBC^-K^mtfeSt^ 
(04OENC-CBC Norma lcD^-g-) 

CBfeli Lt TE n c r y p t j ^S^fToT. Rf-^fc^— ? C ^r^^TtU^J 

iiiE^tLfcBf^s^-^ PDDi <Dmm&j%imm*tt!&-rz> vvhrnaknb^ 
&t>tiitmm#)mm$ay*—? e r %mttr z> 0 

m3<D-teV?f 4 3 JS, iMtilftJi&SfP-T*— ^ERWUECBM4 7 
^tB^)-r5„ fcT v h^*?%s4 6 f± % K«Rtt*MS t IT5 6 If y h^g^E- 

- Kt*>5r A2j£*LT 1^5©*?, A^£*Lfc5 6 tf $/ hcDli^ 

ECBMK4 7tt, If y Y^r^^^A 6 ffl^7 5 6 If y — * 

£fflV>T, f30tW^^*^tti*$ tlfcM^^f-^ E R bT E C 

©•fel^^tt, B£#MS^~*PD&3tiRLT, Ml^f-^ D C £ UTRf#<(b 
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11) 5 6 if y MTe— KT»fifc< , ^o N CBCt- K©«»M«ttB*c*>«: 



12) 5 6lfyH|^Ktttifc<, CBC^K©J|ttiT'fc5: 



•Tftfrh. y? A\Z.\H.^ ^— KiJlft^MS £ LT, 5 6 If y bm 

RfitMS <b tt 5 6 tf 5/ KTte&l^ i:Sr^i-ff-i-^A^^ttTV^ 

Ajj£tlfc5 6 If y h ©Ht' — ^KD^H, i&M/$S&V>fcfy h (Wz_t£ 
±tiL16\?yb) ^^L^ 4 0k>hif^HtECBM4 7(C 
m#i-5 0 ECBW4 7H try h^^^§§ 4 6^bm^^ttfe4 0 If y b 

13) 5 6 tf y h^E— K-C'ifc t) x d*o N CFB^ Y<ommRM"1*$>Z&& 
(^4©ENC-CFB Init O^) 

CFB-=e- K©*a«©3*$rf?5 CFB^ KoM^fi^&tt S«t 

Sr^ftS^a^fj^S, *ffi&i^oy^4fi % ft-fritZtlX^te^f—fD 
^Encryp tj fel^9„ «iyc^^4ii, 

Il©tl/^^41fi, ECBW4 7 36Sm^-T5l*-§-«!!3g7*— ^PDSrJg 

^LTttj^-r^o i2©ti/^4 2it mm^ffy*-* i v^is^bTw^ 
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4 7^m^i~So tVf^^^4 6lt KlRfitMS £ LT 5 6 tf j/ h 

ECBM^4 7 tt. t*5/ h^rx?$%4 6 tb mtl £ tilt 5 6 tf;y ^ 

f|4<Di?l^>m x £Mfettfl|J£$]ft#&4 9^ttl^7-t"«#«l«J»a«If*— ^ER 

14) 5 6^h«*-Kt?fc5, ^o, CFB^K©tf»fc5i^ 
(14CENC-CFB Norma 1 (DW>^) 
CBC^— h v <D$Q>miZ.Wt^XC FB^- K^&SSrfr 5 <t#iai. CFB^- 

«trWECB«tS-C#e>^fcBt-^^— i?CSrA^t TEncryptJ 

Kl^fttMSiLT, 5 6tfyf«*-Kt?3b5it, WCFB^K©^ 
Ml (D±U?f 4 ltt, ECBM^4 7^tti^i--5Bt^S7 :? -^PD^il 
t^tS, SNk#)Ii3g?n?g|g:SI4 9 tt, Bf f jiOfir - ^PDt^iyny^A 

^^-^Ec^^^m^fM^n^^i-^tf^ nbtitz.mmmw&m 
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D|:ll?ttECB^Qi8^4 7 & 0 fcT y h 4 6 tt % ^E-— 

A^$tbfc5 6 If y hfom^f— *KD£^*y^-fK: ; e<E>3:&ECB#! ; 3g3§4 7 
ECB«4 7tt, tfy h^*y-#|4 6*»6>a^*^fc5 6 tfy M^-* 

15) 5 6 tfy K-eWt*< % ^o, CFB^ KO^SS^t?fe5^ 

16) 5 6 if y hm^r— F"T?«:fc< % d^o % CFB^K©m|-Cfc5t 

■ffcfc>*>, *ffl«kai^oy^4fctt, KMUfMS t LT, 5 6 tfy Mi 

*-h*^te?£\,^k&7ik-tm-%r&Atj&tlZ> 0 try h^^^5|4 6tt % K» 
^MSi UTS 6 If y M*E— KTWtfcV^ £ &7F-tm^&At> £*l,Tl^5 
<£>T\ A^£frfc5 6 If y h<S>lix~-^KD<D5 i&^#S&V<» tfy h (Mx.fi 
_t{£l6lfyM ^^U, 4 0K>hif-;?^btECBW4 7t 
m^-TSo ECBM1^4 7lt If 5/ h-^^^^4 6frbmt)iStltc4 0 try h 
ity* — ^Iri^TE C B^SSrff 5 0 

3 ttfel/n y ^ A^JT-^ E C Iri^ tTW^ L, fl>o, f40t^^44 

ttnt^a^-^PDSra^uTta^-rs,, ecbw4 7» n «p*-fk/«* 
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£3o 

ffi # -T 6 SMfeftSlia? P-x- * E R £ ft tC fctj ti ~t Z> % 4 60 -fe I/ ^ * tt^H T* fe 3 0 

i v N ^ii^^ai^t-saiMb^a^n^^A^^-^ECD 
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&tc, &$£Wi$, CPU^DSP (digital signal processor) ^<Dzfu±y 

So 

v?mxhz 0 m 5 ^Bf ^m-^imm y*-*nmM$f?w? 20 2t, 

&m$m-7n -yfi 4 7 £ —*Umzfr2>y?2 0 6b, M 1 2kZ$$g 2 <DAJj± U 
^20 7, 2 0 8 t, ffl^-fel-^^ 2 0 9 i:Sr«^rv>-5o 1*1 5 ©B£-^Hb^f^-^§- 
te£Igi3: s MJ^DES (triple DES) J; SBt^bR^^^ 5 ^ 

* & h y e s jf^xtikm-t^gfr&fr&mm u ^e^ns: t> t e k$j$p 
mm?* y ? 2 0 6 f4 % mi <Dr-*mffl7'* 6 kmm&mft&n 
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5 AH, TEKWffif-;?TKiCl<5V>T, h y r/A'D E S ^afc-CHF-JHfcXttac 
^MS £ IT^MT'a y * 4 % A^irl^* 2 0 7RZ$2 0 8 fctti^J-rSo 

* s Dx«*ffiii^n ^ ^ 4 ^w^i-s^s^-* D c u "f—^m 
mwR-fxty* 2 0 2^m^i-§o a^w^^ 2 0 8^ kim^ms 

iJMWf^By^ 2 0 2 fCltfl^7-rSo W*W^2 0 9tt, ffi^$iJ$Hf -*§-0 S 

ill 5 ©rtF^fcHt-S-fbjgflljftS h y /;VDES^ Kt?»lf^i-5|^Oibf^(^oV>T 

&tfT .x^* h y -Ar-^ S U It^ti^timtR-tZ X 5 u? ? 2 0 

7, 2 0 8{C^E— K^fi-^MS&tB^jU «fe3g«Sr7*—^DCiSfS^i-SJ::5tC % 
ffi^i? V* ^ 2 0 9 (CtH^fiJ^fs-^-O S SrttS^i--5o 

?* 2 0 7, 2 0 8, fcB^Jirl/^^ 2 0 9 ^ffi^fS, 

■=e— KMftfMS^ h y ^i/DES*- K^r^i-#^^«, A^-fe: 1^ * 2 
0 7, 2 0 8f* % ^a^-^DCSral^-rSo £ © t # , ffi^7-fe * 2 0 9 

4 Iciot 1 las^^a^fffettfe^QiS^-r— *DC;&5, WTJPr— #ffltf&%r7 
o >_y^ 2 0 2iCA^/$tL> y ^ 4(CJ:oT2lHl@<D^S^fTfc>tLSo 

A^-fel/^^2 0 7, 2 0 8, mti-t^?? 2 0 9te x ^O^t> 
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Ctf^ ??t^- ?Mmm$r-?v -y* 2 0 2 KzA^ft, #JB*0 ! Jg:/ns'*4fc:«fc 
fc&MfotBim&lf 0 b . h ]) ^de s^i£ie: e fc3B£-5Hb£ff 5 - b&X-%, & 

6©3ISft^Sl 0 Ote % PHYgRl 0 MACg|$2 0 £ N ®^3g$P 3 2 b, 

PHYgpiOfi. ^^^^ h y—APHY|fPl 1 ^ N T v~f^ h y ■— A PHY 
SP1 2 ^SHHIfcTV^, MAC^2 0lt V V — Ax — ^glfl 2 1 

Ty^ h y— At*— *#L3ggg2 2 ^tt^tgg2 3, 2 4i, CPU 
26i, fBflftffi2 8 ^SHUx-TV'S,, Bf^«^^g2 3, 2 4(t Vvfixfc, 

HKonfF^kts^b^e^^ofco-cabSo ^*5 N Bf ^tm-^-itrnw: 2 3 , 2 
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D-APHY^l 1 IZttiti-fZo PPls* h y-APHYg&l 1 fit, SttEtofc 

Mcisct^^y^ h y - Af-^ sd, if-^KD, %]n~^? I 

-i?DC^2 9tt±i^t5, CPU26IJ, ^^2 9^r?g*L-C > Ml^f 
D C SriaHgB 2 8 tc»#ft £iir5„ 
CPU26I1, |Bti^2 8^^x — *«r»W*fflU M^MStU 3 2 &C-%-;L5 0 

3HfB#&U3\ CPU26ft fB*ltlH$2 8^b^— /^2 9?:S 
iLt, ^ftf ^it2 4lC7y^ MJ-Ar-^ SUi tt^5 0 Hf 

■r^Bf^b^frVV ^bfrfc^S^T*— ^DCStTs/:?'* h y — Af- ^^SfP 
2 2{C(li^-r^ 0 T y h y — J**? — ^ ^DjSbIS 2 2 fi N * 
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w # <d & m 

A^^ftfc^T*— ^£rffiV>fcECB (electronic code book) Ma^rff^r^ 

fCj;oT, CBC (cipher block chaining) ^-KMCFB (cipher feedba 

ck) v^^-rmc^x-hm-^itRx^m^t^n z> & ? \z.m& 

<DXfoZ> 

itrlBBt^kx — ^)5^MAC (media access control) tti b % HfrlBM 
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51 IR b T tfj ^7 i~ § fg 2 © 1/ ^ * £ , 
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mum^txm^tm v m^m-^Rxfrnm*- vm^im^^x, nutans 
mmm?*-?*, mm*- \tmfcm^\z.^x>&mKfo^x^<D-&*^*? 

mmm-^ik/m^ibw v m^m^xm^^ vm^m^K^x, atiBE c 
6 . m^4fcmM<D^4tm-%4tmmz$$\^x, 
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7 s — 9 SriliR b t mti "f 5 t> <o -e *> a 

or, a>o, t&tB^— bWft^cBc*'- KtfeSi t&^-rm&ia^ to 

3M&l$i£i!&fB^ffl^*^— ^^teltulEigMbfctoJl^n v 9X737* 
fulBH 3 (£>-fer u 9 9 
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10. MM4tefB4fetf>Bf^lS^#fl^gfc;fcV^ 

l«riBmp*ft:/*-9-fkSJ 9 #*.«*3&si«#<b«ri-^# & ^ -fit Kite, 



1 1 . MM 1 ^lBm^Pf^«^b^®^*3VNT, 

Bf^bi-^^^-^X^flufB^ffl^S^n 5/^©a*l:MU MSB?**-** 

1 2 . M*« 1 1 ^tam<Dm^tm^mmc^^x, 
mmmfe<D\Eim^ 3®xibz> 



WO 2004/015916 



34 



PCT/JP2003/010186 



13. ifc-frflrJ-^Sf-^fc^ttttD , *:<D J ?*-*nm<DMVT$:ft'3T, ffl 

A^^ixfcSi^— ^Sr/Hv^fcECBj&aSrfifS wtlciot, CBC^ KS. 
1 4 . ft 1 3 ^IBi^Bf^fcgimfC&V^T, 

HtffBECB^SSrfTV^ ^btbfcj^m^Bf^S-x — * t LtlH^tS E C B 
51 ft b T tH *} "T 6 0 2 (D ± u ? * t s 

&xmt>irz$mtt)tikmmw-&k. 
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tarn 3 c^-fe ? <Dm?jfcMvxni<\ mhtitc^mtmm^f^my"— ? t l 

a -y $ T^tif—z b x^xmtjir^-^mmmm^^ v ? b , 
jj-tz&mmmyv ytb &n?t. 

t>*c fb^ Kmvf *u-*^t hm^ikZft O^b &X% fcMf&ZftX 



1 6 . m&m i 5 ^iB^om^bigfi^ jov^T > 
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ItilBECB^S^^s 

stifisx— ^^^^^^^ h y — ^—fRitm?*— *%frmisxmti-Fz>?v 
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mt&m^h & titer hv—^—^K. ^m^m^btitcm^—^ & 
m/iB^s^n y^A^^—^izMvxmm^itym^tm^m^m-^iz.^^ 

$v&.~7*n y?b S:tt5fc©tfc "9 , 

Xll^fht^mf— ?%m\'^fz.ECB®im$:ft? rttiot, CBC^- KX. 
t>*c f b^e— K©wf tuc^T *>B£ ^■fcX.Xfm-B-fc&n 5 - £ ^T*# 5 £ 5 fr- 
it^ fr-C:fc 9, fulB-e- KiSiRff-^^frfc^- K"?B£ ^ikXfem-^fcZft 
o b(oxhz> 



1 8. Bt^k^-^X^Bt^^^^-^^^-^ltitO^W^tToT, 
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m^—^^m^^KCBfuim^no z. t iaot, cbc^ kmcfb* 

^7*— ^Sr/BV^fcECBj&jffi&fTS itiaot^ CBC^ K&tFCFB* 
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2 0. m^ky*-?(Dy*-?m&<Dm%r*?f^r, Ht*fc\z.&1r&mn&M 
if-^^v^cECBfel?rfT5-itJ:ot, CBC^ TOCFB^e 



WO 2004/015916 



PCT/JP2003/010186 



1/6 

FIG. 1 
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FIG. 2 




WO 2004/015916 




PCT/JP2003/010186 



3/6 



J 

w 

CO 

o 

A 











ft 








O 
































1— 1 






























H- 1 


O 






a 












c 




O 











CO 

O 
i — i 




1 — 1 


rypt 


O 




o 




















rypt 






o 






<d 






Q 





o 

•iH 

5h 
O 

a 





+-> 
















1 — i 


5h 






a 






a 






w 







-4-> 






Oh 






>> 












o 






De 





o 

•rH 

> 
u 
a 

CD 



WO 2004/015916 



PCT/JP2003/010186 



4/6 



o 

I — I 



ENC-CFB 
Normal 


PD 


EC 


PDD 


ER 


ENC-CFB 
Init 


PD 


:> 


EC 


ER 


ENC-CBC 
Normal 


EC 


PDD 


ER 


PD 


ENC-CBC 
Init 


EC 


> 


ER 


PD 


DEC-CFB 
Normal 


PD 


EC 


ECD 


ER 


DEC-CFB 
Init 


PD 


>• 


EC 


ER 


DEC-CBC 
Normal 


PD 


ECD 


EC 


ER 


DEC-CBC 
Init 


PD 


>- 


EC 


ER 




G 

T— l 


G 

CO 


G 

CO 


Q 



WO 2004/015916 |A)gf flQ PCT/JP2003/010186 

5/6 



E— ' 



05 
O 
CXI 



O 



GO 
O 



• o 



rfr~ * 

an 



LO 

o 

I — I 



CO 



oo 

CO 




CS] \ 



to 
•o 



Cvl 

o 

CXI 



00 
CS] 



Q 

CO 



CO 



WO 2004/015916 



PCT/JP2003/010186 



6/6 



o 
o- 



O 
I — l 




C<1. 
CO 



O Csl 



05. 

oq 



OO. 
CO 




1 

1 








1 


r 



f 


•8a 

rntt 






a 


1 







1 



A3 A3 

+jm IjE^ 




lis 


i 


{ 
f 




y 


k 


i 
i 


i 

f 




i 


k 


j|S 


Csl 


CPU 




. CO 
CS1 



CM 




INTERNA' 



SEARCH REPORT 



tional application No. 
PCT/JP03/10186 



A. CLASSIFICATION OF SUBJECT MATTER 
Int. CI 7 H04L9/06, G09C1/00 



According to International Patent Classification QPC) or to both national classification and IPC 
B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 
Int. CI 7 H04L9/G6, G09C1/00 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 
Jitsuyo Shinan Koho 1922-1996 Toroku Jitsuyo Shinan Koho 1994-2003 

Kokai Jitsuyo Shinan Koho 1971-2003 Jitsuyo Shinan Toroku Koho 1996-2003 

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



Y 
A 



Y 
A 



JP 2000-75785 A (Fujitsu Ltd.), 
14 March, 2000 (14.03.00), 
Full text 
(Family: none) 

JP 7-261662 A (Fujitsu Ltd.), 
13 October, 1995 (13.10.95), 
Full text 
(Family: none) 

JP 2001-177518 A (NEC Corp.), 
29 June, 2001 (29.06.01), 
Full text 
(Family: none) 



1,13,15, 
17-20 
2,3 
4-12,14,16 

1,13,15, 
17-20 
2,3 
4-12,14,16 

2,3 



[x] Further documents are listed in the continuation of Box C. | \ See patent family annex. 



* Special categories of cited documents: 

"A" document defining the genecal state of the art which is not 

considered to be of particular relevance 
"E" eariier document but published on or after the international filing 

date 

"L" document which may throw doubts on priority claim(s) or which is 
cited to establish the publication date of another citation or other 
special reason (as specified) 

"O" document referring to an oral disclosure, use, exhibition or other 
means 

"P" document published prior to the international filing date but later 
than the priority date claimed 



"T' later document published after the international filing date or 
priority date and not in conflict with the application but cited to 
understand the principle or theory underlying the invention 

'T document of particular relevance; the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive 
step when the document is taken alone 

"Y" document of particular relevance; the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one or more other such documents, such 
combination being obvious to a person skilled in the art 

"&" document member of the same patent family 



Date of the actual completion of the international search 
28 October, 2003 (28.10.03) 



Date of mailing of the international search report 

11 November, 2003 (11.11.03) 



Name and mailing address of the ISA/ 

Japanese Patent Office 

Facsimile No. 



Authorized officer 



Telephone No. 



Form PCT/ISA/210 (second sheet) (July 1998) 



INTERNA!! 1 



SEARCH REPORT 




Infc 



al application No. 
CT/JP03/10186 



C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



P,X 



JP 10-215244 A (Sony Corp.)/ 
11 August, 1998 (11.08.98), 
Full text 
(Family: none) 

JP 2002-297030 A (Toshiba Corp.), 
09 October, 2002 (09.10.02), 
Full text 
(Family: none) 



1,13, 15, 
17-20 



Form PCT/ISA/210 (continuation of second sheet) (July 1998) 



mmmmm 



CT/J P03/1 0 18 6 



a. &9i<nmi-zftmz>&m (mwMm*m (ipo ) 

Int. CI 7 H04L 9/06, G09C 1/00 



B. 



m^n^inm^wsPr mmmmsm (ipo ) 

Int. Cl' H04L 9/06, G09C 1/00 



B*mMm%iM£:m 1922-1996^ 

U*m4ifflMm%rm4i®L 1 9 7 1-200 3^ 

s^mmmmmmm-^n 1994-2003^ 

a*mmmmm&®&:m 1996-2003^ 



fiT'^ffl VtzM^y 1 -^^-^ (t*-*^-*^^ Wfcttffll/fcJHBf) 



X 

Y 
A 

X 

Y 
A 



JP 2000-75785 A (*±*WS*£H±) 
2000. 03. 1 4, ^ 



JP 7-26166 2 
1 9 9 5. 1 0. 1 3, 



1, 13, 15, 

17-20 

2,3 

4-12, 14, 16 

1, 13, 15, 

17-20 

2,3 

4-12, 14, 16 



TEj SI&fflSBiiuOtfiJg^fctt^fFXfcSas, H^WJSB 

B^b< tt<lli«)4*»JftaftSrfl^-r5fc»K:§lffli-5 
roj niictsw^ 



<t oTit^^^ t fens t> <£> 
r&j m—/<y u >b7T$.v-xffi 



2 8. 10. 0 3 



B^H^fFJf (I SA/J P) 
^5fi!#-§- 100-8915 
aoSGW^HKllJPHHTB 4#3-§- 



miS#-^- 03-3581-1101 




5M 



9 4 6 9 



3 5 9 8 



iSPCT/ISA/2 10 (f2^) (1 9 98^7^) 



CT/JP03/1 0 18 6 



PX 



JP 2001-177518 A ( B*«tffc5fc£4fc) 

2001. 06. 29, ^ (77^ — 1£ b) 

jp 10-215244 a (y^—m^,m±) 

1 9 9 8. 0 8. 1 1, tfc (7rO^L) 

JP 2002-297030 A m^&MIE) 

2002. 10. 09, ^fc- (7 r 5 y — Jfe U 



2, 3 
2 



1, 13, 15, 
17-20 



iiCPCT/ISA/2 10 (»2^-S><0»*) (1 9 9 8^7^) 



